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È Robert òRSnakeó Hansen

È SecTheory LLC - CEO
È http://www.sectheory.com

È http://ha.ckers.org ðthe lab

È http://sla.ckers.org ðthe forum

È Joshua òJabraóAbraham

È Rapid7 LLC - Security Researcher
È http://www.rapid7.com

È http://blog.spl0it.org
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È Why does this matter?
Á Privacy advocacy

Á People think theyõre safe

Á Privacy is not a guarantee.  It 
can be taken from you.

Á True anonymity is actually 
extremely difficult to 
achieve!!

È So we decided to attack users 
instead of websites for once.
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È Safety from trolls who want 
to drop docs

È Safer for political dissidents

È Safer for potential victims of 
violent crimes (women, 
children)é

È Allows people to be 
themselves (for good or bad)

È Safer for whistle blowers

È Increases freedoms
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È Haven for òevildoersó
Á Allows them to attack easily

Á Allows them to retreat easily

Á Allows them to exfiltrate data 
easily

È Hurts law enforcement

È Prevents òsocial compactó 
rules of order from working in 
online contexts.
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È The ecosystem is too 
complex

È IP is the ògold 
standardó for tracking 
people down on the 
Internet, but what if 
we could do better?

È Letõs start with the 
basics of how people 
anonymize
themselves.


